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Abstract: The development of modern power systems is directly related to changes in the traditional
principles of management, planning, and monitoring of electrical modes. The mass introduction of
renewable energy sources and control devices based on power electronics components contributes
to changing the nature of the flow of transient and quasi-established electrical modes. In this area,
the problem arises of conducting a more accurate and rapid assessment of the parameters of the
electrical regime using synchronized vector measurement devices. The paper presents an extensive
meta-analysis of the modern applications of phasor measurement units (PMUs) for monitoring,
emergency management and protection of power systems. As a result, promising research directions,
the advantages and disadvantages of the existing approaches to emergency management, condition
assessment, and relay protection based on PMUs are identified.

Keywords: phasor measurement unit; phasor data concentrator; relay protection; fault; digital
substation; intelligent electronic device; digital communication channel; highly discrete measurements;
adaptive protection; wide area protection system; continuous point-on-wave

1. Introduction

Modern power systems include a large number of elements: power plants with
generators of various types, power transmission lines of various voltage classes and lengths,
consumers with different load characteristics, and others. At the same time, the entire
electric power system (EPS) is characterized by the unity of the mode: an accident in
one component can lead to disruption in the normal operation of a significant part of
the system. The reliability and survivability of the EPS depends to a high degree on the
operation of the control systems. A correct and efficient management of the electric power
system is possible only with the use of accurate and reliable means of measuring the
parameters of the electrical mode. The EPS mode is understood as a quasi-steady state,
which is determined by the values of the following parameters: power, voltage, currents,
frequency, and other physical quantities characterizing the processes of the conversion,
transmission, and distribution of electrical energy. Today, the EPS is a complex dynamic
structure that combines power equipment and information and computing complexes that
provide the control and monitoring of electrical modes [1]. Recently, due to changes in
the structure of the power system in connection with the active introduction of renewable
energy sources [2], the development of communication systems for transmitting telemetric
information and reducing the cost of digital devices has been an active introduction and
development of PMUs [3,4].
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The gradual introduction of PMUs according to the works [5,6], in addition to assess-
ing the state of the network, allows us to solve the following tasks: the verification of the
dynamic models of power systems, the monitoring of intersystem power fluctuations and
a search for their sources, the monitoring of the maximum permissible power flows over
controlled sections and an assessment of stability reserves, the identification of emergency
situations and the localization of damage, the monitoring of asymmetric modes, the verifica-
tion of the parameters of replacement circuits of system elements, the development of a new
generation of automatic control systems, etc. As can be seen, considerable attention is paid
to the tasks of analyzing transients. The ability to control the operating parameters with the
help of PMUs during such processes allows a new approach to the execution of emergency
automation systems. It is often the case that in order to solve the same problems, vector
measurements are introduced both in distribution networks and in microgrid networks, as
noted in [7–9]. In such systems, the use of current and voltage phase measurements makes
it possible, under the condition of high sampling, to organize control systems, load stability
monitoring, and synchronization with the external network in a new way.

An important task for emergency management is to determine the parameters of the
mathematical models of EPS based on data obtained from the PMUs [10–12]. The models of
the main EPS equipment used in modern software packages for calculating electrical modes
are usually characterized by many parameters that, due to the aging of the equipment and
the influence of various operational factors, may change over time. In modern practice,
these parameters are determined by the passport data of the equipment or experimentally
during testing. The calculated model parameters obtained in this way may significantly
differ from the actual ones. Updating most of them is difficult due to the lack of methods
that allow determining the parameters of the equipment directly during operation. There
are two main approaches to determining the parameters of the EPS equipment: active and
passive experiments. An active experiment involves conducting tests during which the
parameters of the electrical regime are changed forcibly. This method is associated with
the risks that arise during system testing. The passive experiment consists in processing
measurements obtained during unplanned disturbances in the EPS, as a result of which
electromechanical transients occur. This approach has also not yet found application due to
the lack of measurement processing methods that ensure high accuracy of the parameters
calculated during the transition process. The data obtained with the help of PMUs can
be used to quantify the parameters of the dynamic models of the elements of the EPS.
Modern technologies make it possible to perform such an assessment in real time during
transition processes. Determining the parameters of the dynamic equivalent of the EPS at
the initial stage of the transition process allows us to obtain a quantitative assessment of
the characteristics of the models of the EPS equipment corresponding to the current state of
the system and the mode and nature of the disturbance, making the models adaptive. This
approach does not require the use of complex models characterized by a large number of
parameters. The accuracy of the model is ensured by determining its actual parameters in
the current model based on real measurements and due to the fact that the model is not
complicated. Also, the simplification of models leads to faster calculation, which is relevant
for real-time tasks.

The purpose of this work is to systematize and analyze the directions of ultrasound
applications of PMUs for the tasks of condition assessment, emergency control, and emer-
gency protection of power systems. The meta-analysis is aimed at identifying promising
areas for the use of PMUs in the conditions of the functioning of modern EPS.

The scientific novelty of the study is:

• To determine the scope of PMU application in the conditions of a modern EPS;
• Characterized by a high degree of uncertainty in the course of normal and transient

processes due to a significant proportion of stochastic generation sources.

The paper has the following structure:

• Section 2 provides general information about ultrasound and the directions for the
development of algorithms for estimating the parameters of the electrical mode. This
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section allows you to identify the key features and directions for the development of a
PMU;

• Section 3 is devoted to the consideration of the use of PMUs in the task of assessing
the state of the EPS, which is the main one for monitoring and controlling normal and
transient electrical modes;

• Section 4 provides an analysis of modern trends for the task of the relay protection of
the EPS;

• In Section 5, the use of PMUs for the emergency management of EPS modes is considered;
• Section 6 presents the results of a review of the methods of optimal PMU placement in

the EPS.

2. Development of Algorithms for Determining the Parameters of the Electric Mode
Used in PMUs

A major system accident in 1965 in the USA [13] led to the active development of
research aimed at increasing the observability and controllability of EPSs [14]. A separate
class of studies was aimed at improving the accuracy of the procedure for assessing the
state of the EPS mode by increasing the accuracy and sampling frequency of measuring
instantaneous values of currents and voltages. These requirements were considered in the
phasor measurement concept, which was formulated at the Virginia Institute of Technology
with the financial support of the US Department of Energy, the US Electric Power Research
Institute, and the US National Science Foundation.

The development of computer technology made it possible to create, in the 1970s [14],
a digital remote relay using the measurement of currents and voltages of the forward,
reverse, and zero sequences. One of the results of this development was a recursive
algorithm for calculating the symmetric components of currents and voltages based on a
discrete Fourier transform (DFT). It became obvious that the measurements of the direct
sequence of currents and voltages can be used in other algorithms for the protection and
monitoring of the modes of the EPS. Further research was aimed at solving the problem of
the synchronization of measurements. The accurate synchronization of changes became
possible with the advent of the GPS satellite system.

The Virginia Institute of Technology [14] developed a prototype of a PMU, based on
which the first industrial PMU was developed with an internal GPS receiver, a 16-bit Analog-
to-digital converter (ADC) for each analog input channel and several modem interfaces for
remote access. A data concentrator was also developed that collected measurements from
multiple amplifiers.

Existing PMU algorithms provide estimation of synchrophasors with a delay during
the industrial frequency period, while traditional measurement sources can provide a
delay of several seconds. Thus, PMUs allow us to describe the dynamics of the EPS more
accurately, as can be seen from Figure 1.

The following main mathematical methods used for the development of PMU algo-
rithms can be distinguished [15]:

• DFT and its modifications;
• Sinusoidal approximation algorithms;
• Hilbert transform (HT);
• Taylor series approximation;
• The Prony method.

Algorithms for estimating synchrophasors based on DFT provide a fixed accuracy for
obtaining the amplitude and phase of instantaneous currents and voltages in stationary
modes. The calculated DFT window should contain an integer number of periods of the
fundamental frequency of the analyzed signal. The use of DFT in transient processes
leads to a significant increase in the error of estimating synchrophasors. To increase the
accuracy of the estimation of synchrophasors in several studies, it is proposed to increase
the calculation window, which leads to an increase in the total delay of the algorithm. In
works [16,17], the use of various window functions is proposed to minimize the error of
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estimating synchrophasors by using a DFT in transient modes of the operation of an EPS.
In [18], the use of an interpolation DFT is proposed, for which the interpolation of the
higher components of the frequency spectrum of the signal is used, which increases the
resource capacity of the algorithm. This disadvantage can be overcome by performing
calculations on a programmable logic matrix. The further development of the algorithms
for estimating synchrophasors led to the creation of an improved interpolation DFT [19]
and iterative interpolation DFT. Both algorithms are used for postprocessing the results of
the classical DFT. The algorithm presented in [18] uses a calculated window with a width
of three periods of the fundamental frequency. In the study [20], the use of DFT for the
evaluation of synchrophasors in real-time mode with a sampling frequencyof 5 kHz for
primary measurements is considered.
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The authors of the work [21] presented an algorithm for estimating synchrophasors in
the time domain by using a sinusoidal approximation algorithm with three parameters [22]
based on the least squares method (LSM). In [23], for the evaluation of synchrophasors, it
is proposed to use a modified frequency auto-tuning algorithm in order to eliminate the
effect of fluctuations in the estimated values of synchrophasors. The minimum value of the
calculation window of the proposed method corresponds to one period of the industrial
frequency.

To evaluate synchrophasors, the authors of the study [24] used a HT. The proposed
method is characterized by a low computational load, which ensures its use in PMU class
P [25]. The value of the calculation window corresponds to one period of the industrial
frequency; updates of the results of the evaluation of synchrophasors are performed in
increments of one period of the industrial frequency.

The study [26] presents an algorithm for estimating synchrophasors based on an
approximation by a second-order Taylor polynomial. A calculated window equal to two
periods of the industrial frequency was chosen experimentally. This algorithm was modified
in [27] in order to increase its performance. The authors of the study [28] proposed an
algorithm for evaluating synchrophasors based on the application of the Prony method.
The minimum calculation window of the developed algorithm is equal to one period of
the industrial frequency. Sychrophasor estimation algorithms based on the use of digital
filters have found wide application in the practice of developing PMU algorithms [29]. A
significant increase in the speed of ultrasounds can be achieved by reducing the size of the
calculation window and step.



Energies 2023, 16, 6203 5 of 43

Thus, the current trends in the development of PMU algorithms are aimed at increasing
the accuracy and reducing the delay in determining the synchrophasors of currents and
voltages.

3. The Use of PMUs for the Task of State Estimation

The problem of calculating the steady-state mode of the electrical network according
to the measurements was called the state estimation [30]. Because of its cyclic solution,
almost all software applications for controlling the operating mode of an electric power
system are performed: mode forecasting, stability analysis, the determination of control
actions for emergency automation, etc. The use of synchronous vector measurements
for the task of state estimation (SE) opens up the possibility to significantly improve the
accuracy and speed of calculations, and therefore, in general, to improve the quality of
power system management. Provided that the power system is sufficiently supplied with
devices, the transition from a nonlinear formulation of the SE problem with an iterative
solution algorithm to a linear formulation associated with a one-time solution of a system of
linear equations (SLE) is possible. Due to the high cost, the amount of PMUs in the energy
system is still limited; therefore, the integration of PMUs into the classical formulation
of the SE problem based on telecommunications and their joint use is a promising area
of research. In addition, there are other problems that need to be reviewed, taking into
account the data received from the PMU; for example, the choice of weighting coefficients
for conventional and vector measurements, the placement of measurements and the analysis
of the observability of the network, and the identification of bad data. The assessment of the
reliability of the PMU is of independent importance, since with the development of these
measurement systems, the scope of their application in the control algorithms of normal
and emergency modes is expanding. Measurement errors for these algorithms should be
detected reliably and quickly. To date, many studies have been conducted on the possibility
of including PMUs in SE algorithms. We consider both options for evaluating information
from the PMU together with classical tele-measurements and solving the SE problem
only on the basis of the PMU. The works analyze the features, efficiency, advantages, and
problems that arise when introducing new types of measurements into static and dynamic
SE algorithms. Some studies are devoted to the issues of the optimal arrangement of
the PMU [31], including those aimed at improving the observability and minimizing the
number of critical measurements [32]. In [33,34], the use of PMUs is considered for a robust
SE based on the method of smallest modules. In [35], the SE of PMUs is solved on the basis
of the method of control equations. In [36,37], approaches to the SE based on the use of
the Kalman filter are presented, which, in addition to the current electrical mode, make it
possible to determine the synchronous rotation angle of the generator rotor and the rotor
rotation frequency. However, most of these approaches are very demanding in terms of
equipping the PMU power system.

The active implementation of PMUs in the task of assessing the state of the EPS
is possible due to the constant reduction in the cost of electronic components and the
unification of devices and approaches to production. Thus, it is feasible to introduce a
significant number of PMUs into the EPS.

The most common practice is the implementation of the SE based on the weighted
least squares method. Many researchers considered its adaptations for the purpose of
inclusion in the composition of the used measurements and PMUs. There exist several
methods in the literature that were developed to account for ultrasound data in the SE
based on the weighted least squares method (WLSM). These methods can also act as a basis
for the development of SE algorithms based on other methods of minimizing measurement
errors. Next, the main ways of including the PMU in the task of the SE based on the WLSM
are considered.
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3.1. Classical WLSM SE, Expanded by PMU Data

In [38,39], an approach is presented in which the PMU is directly included in the
class setting and, together with the tele-measurements, participates in the WLSM SE. This
expands the list of measurement types that can be used in the task.

Advantages:

• A single set of measurements is used in one procedure, which increases the accuracy
of the initial data and can improve the accuracy of the assessment.

Disadvantages:

• The advantages of the accuracy of the PMU data, their synchronization, and linking to
the moment of time will be partially lost due to their use in conjunction with classical
telemetry;

• There is no certainty in the choice of weight coefficients;
• As the dimension of the problem increases, modern approaches to the SE aim to solve

this problem, but it may persist, for example, when searching for bad data, analyzing
observability, and searching for topological errors;

• Depending on the formulation of the problem, there may be some difficulties associ-
ated with taking into account currents, the angle of the base node, and measurements
of voltage angles;

• The implementation of this approach will require the modification of existing SE
programs, both in terms of introducing new types of measurements, and ensuring
optimal design characteristics.

3.2. Linear SE WLSM Based Only on PMUs

Based on standard telemetry, the WLSM-based SE problem is solved iteratively since
the equations for most measurements are nonlinear. When only complex values of currents
and voltages act as measurements, and when writing the state vector in the form of voltages
in a rectangular shape, a linear dependence of the estimated functions can be obtained.
Thus, if the observability of the network is provided only by ultrasound, then the SE can be
performed linearly by a single solution of the SE problem.

Advantages:

• Increases the speed of operation and reliability of obtaining a solution due to the
exclusion of the iterative process;

• Only high precision measurements are involved;
• The matrices used in the calculations do not change as long as the repair scheme of

the network and the composition of measurements are preserved;
• All measurements have a timestamp, which can be taken into account at the prepro-

cessing stage.

Disadvantages:

• For the correct operation of the SE algorithm and the associated search for bad data,
an ultrasound redundancy PMU is required, which is extremely rare in practice.

3.3. Two-Level WLSM SE Based on the PMU Framework

With a two-level SE based on the framework of the PMU [40], the measurements are
divided into two groups. The first group of measurements forms a certain framework for
the model under study, a single tree-like connected network. The second group makes it
possible to obtain the most probable electric mode in nodes that are not observed by the
PMU but have other measuring complexes. In this approach, at the first stage, a linear SE is
performed on more accurate data supplied by the PMU. Next, a nonlinear SE is carried out
while fixing the results of the first stage as equality-type constraints.
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Advantages:

• With a certain framework, the remaining network can be divided into islands, in
each of which an independent SE is performed, which significantly speeds up the
calculations.

Disadvantages:

• Measurements are evaluated in groups, which reduces the efficiency of the algorithm
to reduce the overall error of the measurement set;

• The PMU should be arranged in a certain way, which is difficult to achieve given the
variety of the repair schemes of the network.

3.4. Two-Level WLSM SE with Post-Processing Stage

In [41,42] it is proposed to perform a two-level SE with a post-processing stage. It is
postulated that most power systems are not observable only by using the PMU. To ensure
the observability of the linear SE, it is possible to use the values of the state vector obtained
by solving the SE on the basis of classical telemetry as pseudo-measurements represented
by stress complexes. The authors propose to keep the existing SE software unchanged and
use its results for new linear SE software complexes. As the results of calculations [41]
showed, the proposed two-level SE with a post-processing stage leads to equivalent results
to the classical SE of the extended PMU, where all information from different measuring
complexes is evaluated within a single iterative procedure.

Advantages:

• The approach can have all the advantages of a linear SE with a sufficient level of
observability of the PMU network and the correct choice of weighting coefficients for
the measurements;

• Instead of classical measurements with reduced accuracy, a state vector obtained at
the stage of solving the iterative SE problem is added as the estimated parameters,
which is better than adding traditional measurements directly;

• The existing software for the SE and processes based on the results of its calculations
is preserved. In this case, the transfer of these processes to a linear SE can be done
after a sufficient number of calculations have been performed by the power company,
guaranteeing the best result for the new algorithm in comparison with existing SE
modules.

Disadvantages:

• Post-processing is performed much more often than the first stage, which means that
in most calculations, it contains outdated information; moreover, it is obtained on the
basis of traditional measurements, which contain a large error in comparison with the
vector measurements;

• There is no certainty in the choice of weight coefficients; this problem requires careful
study to properly account for heterogeneous information.

3.5. Two-Level SE WLSM Performed at the Facility and in the Dispatch Center

In [43,44], an approach to a two-level SE is proposed, where at the first stage, for
each voltage class, the PMU currents are individually refined at the object level, which
is performed on the basis of the first Kirchhoff law. After this procedure, based on the
calculated values of the currents, the states of the switching equipment are clarified. Next,
the weighted average voltage is calculated. This sequence of actions allows the calculations
to be carried out without considering the resistances of network elements. At the second
stage, the obtained parameters are transmitted to the dispatch center, where a full-fledged
SE is performed based on a proportion of vector measurements estimated at the first stage.

Advantages:

• Parallelization of the SE process at the level of objects where the PMU is installed, due
to its execution for each voltage class of each object in isolation;
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• Only the results of the SE performed at the facility can be transmitted to the dispatcher
center level; there is no need to transfer a complete set of data from the PMU;

• Switch states can be clarified at the object level and incorrect measurements can be
rejected;

• At the object level, the resistances of the elements do not participate; the SE is per-
formed for each voltage class based on the first Kirchhoff law as well as the calculation
of the weighted average voltage.

Disadvantages:

• With the SE at the object level, the redundancy is insignificant, which worsens the
quality of evaluation;

• It is required that all objects of the dispatch center model are observed by the PMU;
• At the object level, it is required that the PMU provide measurements of the currents

of absolutely all connections in the object of the voltage classes under consideration;
• There are problems with finding bad data in the circuit variety; for example, if one

voltage level of an object is modeled by a node with two branches, then bad data in
the measurement of such an object cannot be identified since both measurements can
relate to it with the same probability.

The analysis of the literature allows us to conclude that most researchers consider the
SE to be promising solely on the basis of PMUs, when other types of measurements are
absent. This approach significantly reduces the calculation time and makes the task linear,
and providing data at some synchronized moment can allow using the results of the SE to
solve problems related not only to steady-state modes but also to transients [45]. However,
it is also generally recognized that it will not be possible to cover the entire energy system
with vector measurements in the near future. It is widely viewed that hybrid SE algorithms,
when the analysis of the power system is performed on the basis of PMUs and conventional
tele-measurements, will remain useful in the years of transition from SCADA systems to
measurement systems based on PMUs. As can be seen from the analysis presented, due to
the differences in the quality of information provided by PMUs and classical telemetry, as
well as in the frequency of its receipt, many hybrid SE algorithms focus on the separate
processing of PMUs and classical telemetry. The following sections explain in detail the
features of using PMUs in the SE area.

3.6. Transition to Linear SE

The use of PMUs enables switching to a linear solution of the SE problem, eliminating
the iterative procedure, which will help to increase the speed of SE execution and will allow
avoiding the problem of the divergence of the iterative process. On the other hand, the
linear formulation of the SE problem introduces additional restrictions on the initial data
necessary for its solution, and the transition to it may require the processing of existing
algorithms.

Currently, many operating SE algorithms perform the solution of the problem based
on the state vector, represented in polar form. When using such a formulation, the stress
complexes obtained by the PMU can be seamlessly included in the task. Then, the rela-
tionship between the source data and the desired information will be linear. The problem
of the transition to a linear SE in this formulation lies in the measurements of current
complexes since their calculated functions have a nonlinear dependence on the state vector.
The solution to the presented problem may be to change the coordinates of the state vector
by moving from the polar form of its record to a rectangular one. In this case, the depen-
dences of both the current and voltage measurements on the state vector will be linear. The
transition to this form of recording will preserve the possibility of using it on a par with the
vector measurements of classical telemetry. The need for its addition may arise as a result
of the low level of observability of the analyzed repair scheme of the power system or at
the initial stages of the implementation of the PMU. However, the introduction of power
measurements will require an iterative solution to the problem since their even functions
will retain a nonlinear dependence on the state vector.
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One of the most important tasks in SE is the search for bad data. The problem of
detecting bad data in the PMU set, as well as identifying specific unreliable parameters,
is considered in [46]. Currently, the point-by-point implementation of PMUs in power
systems is practiced, which leads to a large number of critical measurements in which
errors cannot be minimized by SE and bad data are identified. In such conditions, even
some redundant measurements can become critical when the repair scheme of the network
is changed. All this prevents the search for bad data and the minimization of measurement
errors and can lead to obtaining electrical modes that differ greatly from the actual ones
during the SE. For the proper operation of algorithms searching for bad data and the
subsequent SE, when working exclusively on data from the PMU, it is required to provide
the network with an excessive number of measurements.

3.7. Features of Linear SE

The core concept of the transition to a linear SE is that when writing the state vector as
voltage complexes in a rectangular shape, the values of the current and voltage complexes
provided by the PMU can be calculated linearly. An additional advantage of this approach
is the immutability of various matrices formed and updated under normal conditions at
each iteration of the SE.

Another feature of PMUs, accounting for the SE, is the absence of fixing the angle of
the base node [47], which acts as an imaginary component of the voltage when recording
the state vector in a rectangular shape. Previously, with SE, information about real stress
vectors was unknown, and calculations could only be based on voltage modules and some
other measured parameters of the mode. In this regard, the basic voltage angle was usually
assumed to be zero and did not change during the calculation. With the help of PMUs,
complex voltage values can be measured and included in the SE. Like any measurement,
such parameters may contain errors. For the correct operation of the SE algorithm, all
measured parameters must undergo an evaluation procedure. Otherwise, for example,
if a measurement with a PMU is taken as a base and there is a large error in measuring
its angle, this can lead to significant errors in all of the other measurements. Thus, with a
linear SE, the complex stress values of the entire system should act as elements of the state
vector.

In the SE theory, the measurement equations are given as follows:

z = h(x) + e, (1)

where z =
[
z1 z2 . . . zm

]T—measurement vector; x =
[
x1 x2 . . . xn

]T—the vector
of the state of the system, which, in the considered formulation, includes the stress com-
plexes of all nodes of the system, expressed in a rectangular shape; h(x) = [h1(x) h2(x)
. . . hm(x)]T—vector of the functional dependencies of calculated measurement values on
the state of the system; hi(x)—a function by which the measurement value i can be obtained
through the elements of the state vector x and the parameters of the mathematical model of
the power system; e =

[
e1 e2 . . . em

]T—measurement error vector; m—the number of
measurements; n—the number of state vector variables.

When the state vector is represented by voltages in a rectangular form, the calculated
phasor measurement functions have a linear dependence:

z = h(x) + e =


1′ 0
0 1′

C1 C2
C3 C4

·[Er
Ei

]
+ e, (2)

where 1′—a matrix with zeros and ones placed on the diagonal, where vector stress mea-
surements are available for nodes; C1–C4—conductivity submatrices for lines where vector
current measurements are available; Er, Ei—respectively, the vectors of the active and
reactive components of the stresses, collectively forming the state vector.
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The minimized objective function does not change with a linear SE based on PMUs:

J(x) =
m

∑
i=1

Wi,i·(zi − hi(x))2 = (z− h(x))T ·W·(z− h(x)), (3)

where W = R−1—the weight matrix of the measurements and the inverse of the covariance
matrix of the measurement errors.

Since the dependence of the measurement equations on the state vector is linear, their
partial derivatives will also take constant values. The Jacobian of the measurements is
calculated, followed by the entire system being formed, which will take a linear form, and
then the SE problem is reduced to solving an SLE:

HT ·W·H·x = HT ·W·z, (4)

where H = ∂h(x)
∂x —Jacobian of the measurements.

With a linear formulation of the problem, updating the matrices will be required only
in two cases: when changing the network scheme or when changing the composition of
the measurements. The immutability of the values of the matrix elements allows the SE
to be produced by solving the SLE, preserving the results of the matrix transformations
after their first execution. Moreover, in [42], it is proposed to preserve the results of the
decomposition of the coefficient matrix to increase the speed of solving the problem. When
using modern mathematical software libraries, this significantly increases the speed of the
calculations. The matrices formed at the SE stages are also involved in other subtasks, for
example, the analysis of the observability of the power system and the search for bad data.
Thus, while preserving previously obtained matrices, as well as their decompositions, it is
possible to use these data for many calculation cycles.

The limitation of the linear SE is the impossibility of adding classical measurements
to the problem. However, as suggested in the approach of a two-level WLSM SE with
a post-processing stage, the elements of the state vector obtained from the SE based on
classical telemetry by using the usual iterative method can be added in the form of pseudo-
measurements of high accuracy. Then the statement of the problem will retain its linear form.
In this case, special attention should be paid to the weight coefficients of the measurements
and the composition of the pseudo-measurements. The SE results based on classical
telemetry can be used in linear SE to restore the observability of fragments of the system
since such measurements will be out of sync, less accurate, and will negatively affect the
result of solving the problem. If such data are added in a larger volume, then, to reduce the
negative impact on the information from the PMU, their real errors should be calculated
and properly taken into account in the task.

3.8. Increasing the Redundancy of Measurements of the Classical Iterative SE

The data provided by PMUs can also be useful for the classical SE task formation.
For example, a new type of measurement—stress angles—can be added to the classical SE
without much difficulty. Their input can increase the redundancy of measurements, but it
can also become a source of new problems. In addition, various problems are observed
when complex current parameters are included in the measurement vector. Next, the
existing features of adding information from the PMU to the classical iterative SE based on
the WLSM are considered.

The efficiency of using PMU data in SE algorithms is determined not so much by the
number of measuring devices as by their location and the network design scheme. Most
researchers are inclined to believe that the established PMUs will not be there long enough
to perform a linear SE [48]. The installation of PMUs and modernization of measuring
equipment are expensive measures. In order to be able to transmit a large amount of
information provided by the PMU, it is often necessary to expand communication channels.
For these reasons, the field of research related to the placement of PMUs in the network
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began to develop actively, aimed at minimizing the number of devices necessary for optimal
monitoring of the state of the energy system.

At the initial stages of PMU input, the effect of using its data in the SE task is insignifi-
cant, or even imperceptible, when upgrading existing SE software modules. However, with
an increase in the number of PMUs, it is possible to obtain SE results that are an order of
magnitude more accurate than those obtained using classical measurements. According
to [49], the minimum number of PMUs in the system that consistently improves SE results
begins after covering one third of all nodes. In [50], it is argued that a positive effect begins
to be observed when 20–25% of the nodes of the system have PMUs. In [51], the following
characteristics of the influence of the number of measurements on the SE results were
obtained for the 300-node system, which is graphically shown in Figure 2. It should be
noted that the graph was obtained for the original scheme, where repair schemes were not
considered. When considering the various factors of network repair schemes, in order to
effectively reduce measurement errors, the necessary number of PMUs in the system can
significantly increase.
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Until a sufficient level of observability of the power system is provided by the PMU,
there is likely to be no tangible effect from considering the data provided by them in the SE
algorithms. In such conditions, it seems promising to use hybrid SE algorithms, where the
PMU will be evaluated together with classical telemetry, and the transition to a linear SE
will take of a long time.

The ability to measure stress angles appeared due to the introduction of PMUs. Adding
a new type of measurement to the SE algorithms does not require significant processing
of the latter, but their direct use can negatively affect the overall result while keeping the
algorithms unchanged.

For most of the SE algorithms currently used, the solution of the problem is built up
from a conventionally selected angle by the user, usually called the basic angle and having
a zero value. The choice of this approach was due to the lack of information about the
real voltage vectors in the power system and the need to fix it. With the appearance of
such data, the previously accepted assumption about the zero value of the reference angle
becomes incorrect and prevents the correct accounting of stress angle measurements.

Initially, the researchers considered the possibility of adopting a known voltage angle,
measured by the PMU, as a base node. However, this approach does not take into account
and minimize its error. Instead, the error is directly added to other measurements, in
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which there may be no errors. Moreover, if a gross error is made in the magnitude of the
measurement of the voltage angle of the base node, then the existing methods will not
allow it to be directly identified. When they are used, the values of the residuals exceeding
the limits can be fixed in measurements in which the errors do not exceed the permissible
norms. A gross error in the magnitude of the basic angle may even cause a discrepancy in
the iterative process. In [52], to detect such an error, it is proposed to compare the newly
received value of the voltage angle with its previous value and respond to a large difference
between them. In addition, this problem can be partially solved if the operating system
uses the relative values instead of the stress angles themselves. However, most of the
reviewed sources reflect the idea that the best solution is to include the stress angle of the
base node in the state vector and evaluate it based on existing measurements [53].

The main influence of stress angle measurements is exerted on active capacities, which
can be either represented as measurements or obtained as a result of calculating parameters
after the SE through the state vector. If the power system becomes observable by means of
the PMU but the set of measurements itself contains critical measurements of voltage angles,
then large errors in the calculated values of active power flows may occur, exceeding the
errors obtained with the SE based on classical telemetry. This is because the values of the
critical measurements during the SE do not change, and if at least one of the nodes contains
a critical measurement of the voltage angle, then if there is a deviation in the value of the
measurement, even within the normative error of 0.1◦, an error in the calculated value
of the active power flow along the line can be unacceptable. First of all, the magnitude
of the error will depend on the length of the line; the smaller it is, the greater the error
in the value of the active power flow. In addition, the error increases with an increase in
the nominal voltage class of the line. A similar situation may arise if there are significant
errors in the measurement of stress angles, even for sufficiently long lines. The present
problem emphasizes the need to perform an analysis of all stress angles within a single SE
procedure, warning against fixing any angle as a baseline.

In addition to voltage complexes, PMUs are able to provide values of current com-
plexes. These data are largely capable of increasing the observability of the power system.
Currently, the formulation of the SE problem has become quite widespread, in which the
state vector is expressed in a polar form, which leads to some difficulties in expressing
complex values of currents through it. Usually, nominal stress values and zero angles are
used as the initial conditions for the iterative SE. Consequently, in accordance with the
calculated functions, at the first iteration of the SE, the elements of the Jacobian of the
measurements associated with the currents will take zero values. This can be achieved by
known methods [54]: by adding dummy shunts at the initial stages or by initializing a state
vector containing nominal values of node voltage complexes with a slight noise. However,
even after eliminating these disadvantages, the presence of currents in the iterative proce-
dure significantly worsens its convergence, which negatively affects the process of solving
the problem. This factor was noted in almost every analyzed source on SEs with the use of
PMUs. For the analysis of complex values of currents, it is more natural to conduct an SE
using a state vector represented by voltages in a rectangular shape, which is suggested by
most researchers. In this case, the computational complexity of calculating the values of
other measurements will not increase, and the calculation functions associated with current
measurements will take a linear form.

3.9. Selection of Weighting Coefficients for PMUs

Unlike other measuring systems, a PMU provides significantly more accurate data,
in particular, due to the presence of a synchronized timestamp. These features, as well as
the introduction of new measuring devices in general, force us to re-consider the problems
of choosing and setting measurement weights. Questions about the correctness of their
definition also arise for ordinary measurements.

The weighting factors play an important role in the SE task, as they directly affect the
measurement correction performed during error minimization. If we discard the reasons
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for the appearance of bad data, then, according to [55], the main influences on the errors of
the measured values are:

• Measuring transformers;
• Measuring instruments;
• Update delays (dead zones caused by the nature of the transmission of measurements

to dispatch centers).

Many studies are devoted to the problem of choosing weights for the SE problem.
There is no consensus on the coefficients that should be set for the measurements. Well-
known and widely used is the information about the accuracy class of measuring equip-
ment, which is actively used in the calculation of measurement variances and later used
in the SE to obtain the weights. This is a reasoned approach, although it does not take
into account the existing time delays when transmitting measurements. As shown in the
analysis, delays in the updating of information associated with the sporadic nature of its
transmission have a great impact on the overall measurement error, and attention should
be focused on them. The present analysis was carried out for classical telemetry.

The use of PMUs is desirable because of the obvious advantages, but their inclusion in
existing SE algorithms based on classical telemetry creates some implementation problems.
One of these problems is associated with a significant difference between the refresh rate
of classical telemetry and data from the PMU. According to [56], the information from
the PMU is usually updated 30 times per second, while the update of the telemetry is
carried out in a time range of 2 to 6 s. Thus, the difference in the time of receipt of relevant
information for classical and vector measurements should be taken into account in the SE
algorithms. For example, this can be controlled by setting the appropriate weights.

There are different points of view regarding which weights should be assigned to
vector dimensions in the SE problem. In [56], it is proposed to divide the weights of
ordinary measurements by a certain constant. In the case under consideration, the division
was performed by 100. The present approach was justified by the increased accuracy of
the PMU; the choice of the constant value was not directly considered in the work. In [40],
a two-level SE algorithm is proposed. At the first stage, the SE is performed exclusively
according to the PMU data, and at the second stage, the information received is considered
in the form of equality-type constraints in the SE algorithm, which uses classical telemetry.

In [57], a method is proposed for the automatic calculation of weighting coefficients
based on the WLSM and the properties of measurement residuals, where the covariance
matrix of measurement errors is iteratively calculated as:

Rk+1
[i,i] =

Rk
r[i,i]

Sk
[i,i]

, (5)

where Rk
[i,i], Rk

r[i,i]S
k
[i,i] are the i–th diagonal elements of the matrices Rk, Rk

r , Sk obtained at
iteration k, respectively. The sensitivity matrix, S, is calculated at the last iteration of the SE
and is expressed as follows:

S = I − H f ·
(

H−1
f ·R

−1·H f

)−1
·H−1

f ·R
−1, (6)

where I is a diagonal unit matrix, H f is the Jacobian of measurements obtained at the last
iteration of the SE.

According to [57], a statistically selective covariance matrix of measurement errors can
be obtained by calculating the set of retrospective measurement slices. All measurement
slices must meet the following conditions:

• Be taken for an immutable network scheme,
• Have the same composition of measurements;
• Does not contain gross errors.
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In [57], the operation of this method was demonstrated for classical telemetry. In [58],
the described algorithm was applied to an SE based on vector measurements, where it
gave a good result. During the calculation, the values of the weighting coefficients were
obtained, which were approximated to those set during the formation of measurement sets
during the imposition of a conditional electrical error on the conditional electrical mode.
The stated limitations of the algorithm for selecting weights allow it to be used for any set
of measurements. In addition to the cases considered, it can be applied to a hybrid SE when
the measurement vector contains data from classical telemetry, or SE results based on it,
and information from the PMU.

4. The Use of PMUs for Relay Protection

Considering the specifics of the implementation of the PMU technology, it is important
to consider the scope of its application in relay protection. Modern protection complexes
are autonomous systems that provide the detection and selective elimination of damage.
The autonomy of their functioning is achieved by obtaining measurements and making
a decision at the point of setting the terms. The encapsulation of the main parts of relay
protection complexes also includes communication channels that ensure the transmission
of signals over long distances, thereby achieving the required performance. In case of
damage to communication channels, the main defenses are taken out of operation, and the
backup ones are usually slowed down.

In the presence of extended communication channels, the integration of PMU subsys-
tems into automatic relay protection modules should be carried out only at the level of
improving their existing characteristics rather than replacing measuring protection bodies
and the basic principles of their functioning with new ones. The distributed functions
implemented based on PMU capabilities are more suitable for automation and slow-acting
emergency automation. However, at the same time, the use of PMUs in relay protection
functions within digital stations and substations becomes more justified. Especially rele-
vant is the creation of protections on PMUs covering a variety of connections (differential)
in conditions of limited bandwidth of the communication network and having almost
3–4 times less transmitted data in comparison with protections using SV streams.

With the aim of improving the protection functions, it is doubtful that the measuring
and logical part based on PMUs will completely replace the traditional relay protection in
terms of the new principles of its functioning, but it is expected that they will be able to
significantly improve its characteristics. In case of a loss of communication with the PMU
subsystem, the protections should not fail and should reliably perform their functions in
accordance with the purpose.

4.1. Classification of Directions of Development of Protection Functions with PMUs

According to the requirements of the existing regulatory and technical documen-
tation [59], particularly productive solutions should be able to implement work with
instantaneous values of operating parameters in their algorithms. This opens up new
possibilities for using mathematical methods for processing sampled signals that were
previously unavailable for analog measuring paths. The possibilities of using PMU currents
and voltages can be implemented in the following directions:

• Providing the existing protections of power system elements with new properties:
expanding the properties of the traditional differential protections of lines, motors,
generators, tires, and busbars; increasing the sensitivity of remote protections during
swings by clarifying the protection response zone; perfecting swing blocking (SB)
functions; selectively triggering overcurrent protections (OPs) by fixing the direction
of the short-circuit power flow and reducing the response time due to the control of
the U vectors; protecting the generators (from loss of excitation, etc.) by tracking the
movement of the vector in its operation mode according to the P−Q diagram;

• Adaptive protections that adapt to the conditions of changing the mode and network
scheme. Basically, these are step-by-step protections with relative selectivity, the
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setpoint or characteristic of which depends on circuit-mode changes in the power
system;

• Protection with a wide coverage of the protected area (due to coverage of commu-
nication channels and PMUs)—WAMPAC (Wide Area Monitoring Protection and
Control).

• Centralization of the protection and automation functions in one decision-making
device with action on the actuators of power system facilities through digital commu-
nication channels;

• Protections based on the analysis of trends in vector changes on the complex plane
or the shape of current and voltage curves (Continuous Point-On-Wave, or CPOW
technology). Mathematical apparatus: application of the DWT wavelet transform and
application of AI machine learning methods.

A sufficiently high rate of measurement and transmission of PMU data, up to four
times per period, allows us to apply modern methods for assessing changes in trends in
current and voltage values and performing protections with a new fault detector. The
existing digital signal processing algorithms make it possible to implement fast and reliable
protection functions on a hardware base with low productivity. Furthermore, it is interesting
to identify the moment of development of the accident before its occurrence.

It is worth mentioning that when implementing the new principles of damage detec-
tion, issues arise in ensuring the calculation of the settings of such protections and assessing
the sensitivity coefficient, including issues related to the coordination of such protections
and with traditional solutions in the field of protection and automation.

4.2. Solutions in the Field of Integration of PMUs into Traditional Protection Algorithms

According to the reviewed IEEE reports and the publication of the North American
SynchroPhasor Initiative over five years, from 2015 to 2020, the share of research in the field
of PMU application in relay protection alone increased from 4% to 15%. First of all, this
research relates to the protection of lines, which accounts for 11% of publications, and the
protection of station equipment, which accounts for about 4% of publications. This is due to
an increase in the number of PMUs installed at facilities, the development of technologies,
and digital data transmission networks. From the totality of scientific works, two relevant
areas can be identified that determine the integration of PMUs into the functions of relay
protection:

• The use of PMUs as part of existing, traditional protection algorithms.
• The use of algorithms based on new principles of damage detection, which are different

from traditional ones.

When it comes to the relevance of using ultrasound as part of the existing protection
algorithms, the obvious area of their application is protection based on the differential
principle. The advantage of PMUs in such protections is not so much the response speed
but the possibility of providing a wide coverage of connections and a significant expansion
of the protected area due to digital communication channels [60]. In the future, it will
provide protection not only for individual extended power transmission lines but also for
branched sections of distribution electric networks with a voltage from 6 kV to 35 kV [61].
The latter is partly possible due to the appearance of relatively inexpensive PMU sensors
(micro-PMU class P), the cost of which is projected to reach USD 250–300 in the near future.

The control of voltage vectors is a new concept in differential protections [62], the
use of which was previously impossible due to the principle of the summation of current
vectors used in differential protections. In case of damage in the protection operation zone,
a difference in modulus and angle appears between the voltage vectors at the ends of the
reactivated cable line, which additionally allows for the source of the damage to be fixed
and the sensitivity of differential protection to be increased, as shown in Figure 3.



Energies 2023, 16, 6203 16 of 43

Energies 2023, 16, 6203 16 of 46 
 

 

this research relates to the protection of lines, which accounts for 11% of publications, 

and the protection of station equipment, which accounts for about 4% of publications. 

This is due to an increase in the number of PMUs installed at facilities, the development 

of technologies, and digital data transmission networks. From the totality of scientific 

works, two relevant areas can be identified that determine the integration of PMUs into 

the functions of relay protection: 

• The use of PMUs as part of existing, traditional protection algorithms. 

• The use of algorithms based on new principles of damage detection, which are 

different from traditional ones. 

When it comes to the relevance of using ultrasound as part of the existing protection 

algorithms, the obvious area of their application is protection based on the differential 

principle. The advantage of PMUs in such protections is not so much the response speed 

but the possibility of providing a wide coverage of connections and a significant 

expansion of the protected area due to digital communication channels [60]. In the future, 

it will provide protection not only for individual extended power transmission lines but 

also for branched sections of distribution electric networks with a voltage from 6 kV to 35 

kV [61]. The latter is partly possible due to the appearance of relatively inexpensive PMU 

sensors (micro-PMU class P), the cost of which is projected to reach USD 250–300 in the 

near future. 

The control of voltage vectors is a new concept in differential protections [62], the 

use of which was previously impossible due to the principle of the summation of current 

vectors used in differential protections. In case of damage in the protection operation 

zone, a difference in modulus and angle appears between the voltage vectors at the ends 

of the reactivated cable line, which additionally allows for the source of the damage to be 

fixed and the sensitivity of differential protection to be increased, as shown in Figure 3. 

 

Figure 3. Change of voltage vectors in case of a short circuit on the line [62]. 

It becomes possible to block the magnetization current surges along the U angle in 

the case of the implementation of differential current protection in a power transformer 

with the control of voltage vectors. 

According to sources [63–66], for redundant step protections, including current and 

di-station, the calculation of the parameters of the forward, reverse, and zero sequences 

according to the PMU vectors is carried out by applying the method of symmetric 

components in traditional protection algorithms. For maximum current protection, the 

use of PMUs obtained at the point of protection installation is relevant, first of all, when 

directing the power flow for fixing organs based on the analysis of the angles of currents 

and voltages of the phases of the same name. The initial use of PMUs in the OP of organs 

increases the speed of digital protection but, at the same time, worsens the detuning from 

higher harmonic components in the normal mode current. 

In [67], the results demonstrating the effect of monitoring the bus voltage vectors of 

opposite substations in OPs are presented. In addition to time exposures, selectivity is 

ensured by identifying the damaged and undamaged elements of the electrical network 

Figure 3. Change of voltage vectors in case of a short circuit on the line [62].

It becomes possible to block the magnetization current surges along the U angle in the
case of the implementation of differential current protection in a power transformer with
the control of voltage vectors.

According to sources [63–66], for redundant step protections, including current and
di-station, the calculation of the parameters of the forward, reverse, and zero sequences
according to the PMU vectors is carried out by applying the method of symmetric com-
ponents in traditional protection algorithms. For maximum current protection, the use of
PMUs obtained at the point of protection installation is relevant, first of all, when directing
the power flow for fixing organs based on the analysis of the angles of currents and voltages
of the phases of the same name. The initial use of PMUs in the OP of organs increases
the speed of digital protection but, at the same time, worsens the detuning from higher
harmonic components in the normal mode current.

In [67], the results demonstrating the effect of monitoring the bus voltage vectors of
opposite substations in OPs are presented. In addition to time exposures, selectivity is
ensured by identifying the damaged and undamaged elements of the electrical network for
issuing permissive or blocking signals to the output protection relays, as shown in Figure 4.
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Remote protection algorithms operate on the principle of single-side measurements
and are necessarily equipped with an SB. At the same time, the blocked protection may not
work in case of a short circuit with a small degree of asymmetry, which occurred during
swings. To solve this problem, in [68] it is proposed to use the SB algorithm based on the
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differential principle and to use the PMUs to calculate the differential current. Exceeding
the setpoint value of the differential current permits the protection action. However, all this
requires PMU sets and digital communication channels installed at opposite substations.

In general, the acceleration of the action of the first and second stages of backup
protections may not make much sense in cases of a localization of short-circuit currents
with a large and slowly decaying aperiodic component, delaying the transition of the
current to zero for several periods.

In addition, there are technologies that improve the characteristics of existing pro-
tection algorithms based on a functional bundle of PMUs and a synchronized vector
measurement concentrator. In the presence of the controlled elements of the electrical
network, the existing algorithms of microprocessor protections allow for detuning from the
adjustment range of flexible compensation devices, as a rule, by compromising the static
form of the response characteristic, which leads to a decrease in the sensitivity coefficient
of protection. To ensure accurate detuning from the adjustment range of flexible reactive
power compensation devices without significantly reducing the sensitivity of the protection,
a dynamic change in its settings is required. This process is not fast. The total time for
the settings change is estimated at 2.2 s [69]. This should be sufficient for the operation of
compensation devices that correct the parameters of the network and its operating mode,
as well as in the event of circuit-mode changes caused by the work of operational personnel
or the work of network automation. At the same time, if signals are lost from the system,
providing additional information according to the PMU data, the protection will not be
disabled and will work with the traditional static settings.

Furthermore, the development of adaptive protection algorithms is relevant for active
distribution networks [70] containing renewable energy sources (RES) equipped with
compensation devices.

The publications consider the improvement of the operation characteristics of remote
protection directly by zones; these are the second [71] and third [72] zones, as well as
the correction in response time of the stages intended for long-range redundancy in the
direction of its reduction [64]. Figure 5 shows the response characteristics with the degree
of longitudinal compensation of the line equal to 20% and 60%.
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To solve the problem of the resistance vector not falling into the zone of operation
of the second stage of protection, an algorithm is proposed for assessing the degree of
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compensation according to PMU data, as well as the use of combined remote differential
protections [73,74].

It is proposed to ensure the correct operation of the third stages of remote protection
during circuit-mode changes in the network in [75] by evaluating the resistance of the
direct sequence in the decision-making center (APDC), calculated and transmitted via
communication channels from PMU source devices installed on different substation buses.
This provides a comparison of the characteristics of the operation of the first stages and
the long-range backup stages to block the latter when the first ones are triggered. PMU
technologies in the backup protections of lines of various voltage classes have high applica-
bility. Even taking into account the sufficiently long time of information transmission to
the APDC and the return signal of the control action, it is possible to reduce the operating
time of the stages by up to 5 times.

In addition to the protection of the lines of all voltage classes, adaptive principles
can be used in the protection of generators, for example, in the protection against field
loss or a loss of excitation [76], which account for about 60% of all triggers. The main
problem in traditional protections based on the criterion of the limit value of the resistance
corresponding to the boundary of static stability is the complexity and sometimes the
impossibility of detecting damage in the ignition system during oscillations. In [76], as
well as in other publications [77,78], vector measurements are used in the algorithms for
determining the equivalent resistance of a system in on-line mode. Figure 6 shows the
change in the shape of the characteristic when the resistance of the equivalent of the system
changes.
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When the equivalent resistance increases, the adaptive characteristic is recalculated.
If damage occurs in the excitation system of the generator, accompanied by a complete
or partial loss of excitation, the reaction time of the non-adaptive protection system for
entering the mode into the trigger zone of the trigger organ can reach from 140 to 150 ms.
If, at the same time, the real characteristic turns out to be less, the use of protection with
static charters can lead to false work caused by premature activation of protection.

Another promising direction of using PMUs to improve the protection of generators is
the dynamic tracking of the movement of the generator vector along the P-Q coordinates
of the diagram with control of its boundary crossing, as well as the limit on static stability
for the implementation of the “soft” unloading of the generator in the case of a loss of
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excitation [79]. The proposed protection algorithm does not provide an instantaneous
shutdown of the generator, as in traditional protections, but assumes an assessment of its
capabilities for the duration of its operation without a loss of stability.

On a separate note, it is worth mentioning the automation—synchronization functions
for the generation and detection of isolated work for the microgrid. Already today, there
are functioning software and technical automation complexes built on the PMUs and
ensuring the synchronization of the microgrid with an external public network. In electrical
distribution networks, especially in the networks of large enterprises with their own
generation operating in parallel with the network, automation is in demand, which ensures
the determination of the occurrence of an isolated mode of operation. This is especially
important when connecting a consumer to a network with power switches only on the side
of the power substation of an electric grid company, without the possibility of monitoring
the state of the line using the discrete signals of the switching device. This automation is
included in the complex protection of distribution networks and is called RAS (Remedial
Action Scheme or corrective Action Scheme), which performs the function of detecting
isolated work using voltage vectors [80]. The measurement of vectors is carried out both
from the microgrid side and from the receiving substation side.

The integration of all subsystems into a single centralized hardware and software
platform that ensures the operation of various functions, in particular protection and
automation, is a special, key direction of the development of PMUs in management tasks.
The logic of this approach, described in many publications and technical reports, resembles
the concept of creating the IV architecture of the digital substation (DS). It consists of
using the capabilities of a common communication and computing space without the need
to organize separate communication channels with related equipment and for various
subsystems. However, the creation of a relay protection and automation coordination
system based on PMUs is possible only with a sufficient number of PMUs.

It is noted in [81] that a system can be created for distribution networks that provides
damage localization and network connectivity control based on algorithms for process-
ing measurements and signals in a single decision-making center using the traditional
measurements of the operating values of regime parameters and discrete signals without
PMUs.

4.3. Solutions in the Field of New Principles of Damage Detection

Given the development of high-precision measurement devices and the increase in the
computing resources of microprocessor terminals, it has become possible to develop new
protection algorithms based on other principles of damage detection. Within the framework
of the digital substation concept, the transition to the use of high-discrete measurements
(POW—Point of Wave) with the discretization of currents and voltages in the range of 1 kHz
to 10 MHz [82] makes it possible to create new starting bodies whose work is based on the
analysis of changes in the shape of the curves of the operating parameters. Today, one of
the most important and promising tools for working with such time series are artificial
neural networks (ANNs), as well as discrete wavelet transform (DWT) mechanisms.

The ANNs, as universal approximators and classifiers, provide an analysis of the
shape of curves on the basis of equipment and allow for the stable detection of damage
during various circuit-mode changes in the network without correction of the setpoint. The
latter, using wavelet transformations, have the ability at different levels of decomposition
to analyze changes in the current and voltage curves of each phase simultaneously in the
frequency and time domains, thereby providing a consistent solution to the problems of
damage detection, determining its type, and determining the exact location of damage,
implementing the function of determining the location of damage [83]. It is expected that
the algorithms of such protections will be able to reliably complete their tasks for a quarter
of the period, which is five times faster than the requirements for the basic protections.
Furthermore, the creation of multiparametric protections that react to changes in the forms
of several parameters at once will ensure that the initial protections in their properties
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approach the protections with absolute selectivity without the use of communication
channels.

Due to PMUs with productive analog-to-digital converters, it has become possible to
detect accidents in a time of no more than 33 ms before the moment of their development,
in particular, the detection of the breakage of the conductor and the disconnection of the
damaged section before the wire touches the ground. The main idea is to monitor such
dynamically changing parameters using the following parameters: incremental changes in
the voltage vector, angles, and voltage modules of the reverse and zero sequences.

5. The Use of PMUs for Emergency Control

The observability of the network in quasi-steady-state modes is necessary to prevent
the development of emergency situations and, in general, to increase the efficiency of
power system management. The peculiarity of the task of ensuring transparency in the
conditions of the unity of the mode and mutual influence of electric power facilities is
the large-scale nature of modern energy connections covering regions and states. In these
conditions, the main difficulty is to ensure the synchronicity of measurements; the analysis
of the mode must be performed on the basis of data obtained for the same moment in
time. The development of global navigation systems has made it possible to introduce
synchronized vector measurement devices in the electric power industry, which, due to
satellite communications, determine timestamps for measurements at different points of
the system with an accuracy of at least 1 microsecond and collect data on mode parameters
in vector form with a given sampling.

The gradual introduction of such devices, according to the works [84–86], in addition
to assessing the state of the network, allows for solutions to the following tasks: the
verification of the dynamic models of power systems, the monitoring of intersystem power
fluctuations and a search for their sources, the monitoring of maximum permissible power
flows over controlled sections and an assessment of the stability reserves, the identification
of emergency situations and the localization of damage, the monitoring of asymmetric
modes, the verification of the parameters of replacement circuits of system elements,
the development of a new generation automatic control systems, etc. As can be seen,
considerable attention is paid to the tasks of analyzing transients. The ability to control the
operating parameters with the help of PMUs during such processes allows a new approach
to the execution of emergency automation systems. As noted in [87], to solve the same
problems, vector measurements are often implemented both in distribution networks and
in microgrid networks. In such systems, the use of current and voltage phase measurements
makes it possible, under the condition of high sampling, to organize control systems, load
stability monitoring, and synchronization with an external network in a new way.

5.1. Phasor Measurements and AFLS

The automatic frequency load shedding (AFLS) system is a locally distributed system:
the starting and executive automation bodies are distributed over a variety of power
facilities, but each device makes a decision on switching off based on local frequency
measurement. The primary direction in which research is currently conducted is the
optimization of the disconnected load by obtaining more information about the current
operating mode of the power system.

In [88–90] there is an overview of several major accidents associated with an incom-
plete reduction in frequency, which entailed a serious restriction of consumption. The
result of this analysis is a proposal for the use of a special automatic load disconnection,
which is more consistent with additional frequent unloading. The proposed system is
focused on solving the problem of stabilization after the separation of one part of the power
system from another. In particular, it is proposed to use the PMU data to analyze the
rate of pressure change by monitoring the value of the calculated resistance relative to the
third response zone and based on this information, adjust the volume of the load being
disconnected. There is a kind of acceleration of the AFLS due to the estimation of the
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rate of change in the regime. At the same time, the balance of each of the districts is also
evaluated, as a result of which it is expected that adaptive action by the new algorithm will
be achieved.

On the other hand, in [88], the PMU data is used to optimize the offload in terms of
volume and localization using the solving tree model. Separately, the work considers the
shutdown of units associated with air conditioning and heat removal systems. One of the
tasks of the work is to minimize the shutdown of this kind of load, although according to
the authors it is up to 32% for businesses and households. An approach to optimizing the
disconnected load based on complete data on the energy district is being developed in [89],
in which, based on the PMU, it is proposed to perform a comprehensive analysis of the
operating mode of the power system and determine, in advance, the potential emergency
deficits for a moment in time and calculate the optimal responses for them from the point
of view of the disconnected consumers.

In addition to traditional large electrical networks, the PMU data can be used to
improve the quality of the management of distributed generation installations. In [90], an
approach was proposed to improve the operation of the load limiting system in networks
with a large proportion of distributed generation sources, which are characterized by
the use of artificial inertia algorithms. The basic idea is similar to that of the previous
works: the current operating mode is analyzed from the point of view of artificial inertia
systems, potential power imbalances are estimated, and then the corresponding volumes of
limitation for consumers are determined, taking into account the behavior of generators. In
addition, the PMU data can be used together with machine learning methods to improve
the operation of consumer restriction systems when the voltage is reduced. An example of
such work can be found in [91].

5.2. Phasor Measurements and AESM

The automatic elimination of asynchronous mode (AESM) is the most important part
of emergency management systems. Its main task is to identify an asynchronous stroke
with an electric swing center inside the protected connection. Thus, the ALAR device
should be able not only to detect the presence of an asynchronous stroke but also to localize
the location of the electric swing center. In domestic practice, the latter is achieved by
selecting the appropriate parameters of the resistance relay used to detect asynchronous
running or by transmitting the necessary information from the opposite end of the protected
connection. Furthermore, an AESM installed on a generator is singled out separately, the
task of which is to determine the presence of an asynchronous stroke inside the block,
which is equivalent to the loss of synchronism by this generator.

Since it is impossible to predict in advance in which section the asynchronous stroke
will occur, the use of PMUs for AESM is promising. The basic approach is to solve the
classification problem in terms of the presence/absence of asynchronous running inside
the network section under study and by localizing the electric center of swing (ECS), for
which both computational methods and machine learning methods can be used.

Thus, in [92,93], a new approach to the analytical determination of ECS is proposed
based on the transformation of the topological stress diagram, in which the stress of
the angles remain stationary, and the zero point corresponding to the ECS moves in the
presence of an asynchronous stroke. In addition, a hierarchical system for determining the
presence of asynchronous running and the localization of the ECS is described, followed
by determining the optimal section for separation depending on the power balance. The
search for the optimum is performed using the search tree.

In [94,95], the AESM function is considered from the point of view of the classical
classification problem. In the first case, a decision tree model is used to determine the
presence of an asynchronous move. In the second case, the AESM functions are included in
the composition of the multi-criteria protection of the line presented in the work, based on
the PMU data at its ends.
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In [96], on the contrary, PMU data are used to refine resistance measurements, which
leads to an increase in the quality of automation. In [97,98], approaches to improving
the AESM installed on the generator are proposed. In the first case, the PMU data are
used to improve the quality of work relative to the traditional approach to determining
asynchronous running, reminiscent of ECS algorithms. In the second case, a naive Bayesian
classifier trained on synthesized data is used to determine the asynchronous stroke.

The disadvantages of using AESM based on PMU devices installed only at the ends of
the protected area are also noted. In particular, the operation of automation will become
impossible if the communication between the devices is disrupted or if one of the measuring
complexes fails. To take advantage of such an AESM scheme, it is proposed to increase
the reliability of automation by adding a backup stage in the form of a traditional AESM
operating according to local measurements. At the same time, the presence of vector
measurements will make it possible to update the settings of the second stage depending
on the circuit and the network mode.

5.3. Phasor Measurements in the Problem of Identification and Advanced Network Division

The identification of divisions and the adaptive types of automation of an advanced
network division are two directions of development for emergency management systems,
which received an impetus for development from the spread of PMUs in system-forming
and distribution networks. Division identification is a task solved mainly for microgrid
networks, in which, depending on the mode (isolated or parallel operation with an ex-
ternal network), the distributed generation control mode should change, or the internal
consumption should be gradually limited. In the case when the isolated operation of the
distributed generation is not possible, when separation from the main network is detected,
the generators are turned off to avoid asynchronous running. In turn, for a system of high
and ultrahigh voltage classes, the analysis of data from distributed PMUs allows, at the
pace of the transition process, for the selection of areas that should be separated from the
main network to keep the generating equipment of power plants in operation.

Although it is a promising direction, there are few publications devoted to the use of
PMUs for the implementation of these types of management. This is largely because the
use of vector measurements is not necessary for microgrids; there are few connections with
the system, and their operating mode is controlled in simpler ways. Nevertheless, as part
of the review, attention should be paid to several interesting works.

In the study [99], an algorithm for adaptive advanced network division based on PMU
data is proposed. To assess the need for network division, an indicator of the severity of the
frequency mode is used—FbSI. In fact, this value characterizes the acceleration of the rotors
of the generators of the system relative to the center of inertia of the network, but only
for the period from the occurrence to the elimination of the disturbance (for example, for
the time before the elimination of the short circuit). Based on the prepared FbSI database
for previous modes, the threshold value of the FbSIsev indicator is selected based on the
clustering results, at which the network must be divided to keep the generating equipment
in operation. Figure 7 shows the trajectories of FbSI changes over time and the grouping of
scenarios according to the severity of the disturbance in the system.

The choice of network division schemes is made in two ways: using a dynamic model
of the power system and an analysis of pre-emergency mode parameters on the one hand
and using clustering measurements of the voltage angles of nodes to identify mutually
accelerating groups of generators on the other. From analyzing the proposed schemes, it
is found that the first preserves the stability of the network equipment, and the other has
the potential for the smallest power imbalance. The solution was tested on the WSCC test
model and on the current dynamic model of the Turkish power system. In all cases, the
proposed network division option allowed the system equipment to be kept in operation.
Depending on the clustering method of the generator measurements, the calculation time
ranged from 0.001 to 0.068 s. This speed was achieved, among other things, due to parallel
computing.
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The authors of [100] hypothesize that the separation of the network can be fixed
by changing the angle between the voltage vectors of the forward and reverse sequence.
Thus, it is proposed to install the device only at one node—at a station of a detachable
network, the generators of which will be loaded or unloaded according to the results of
the evaluation of the isolated part of the network. The main advantage of such a solution
is the absence of communication channels and the exclusion of the possibility of external
malicious actions disrupting the system. The time required to identify the separation from
the external network does not exceed 10 ms. At the same time, to detach from short circuits,
load changes, and the mode of operation of the reactive power compensation, the range of
angles between the vectors that make up the voltage in which the angle is located when the
network is separated is determined. The system will give a signal to change the mode of
operation of the generators only if the measured angle falls within the found range.

In [101], a branch of the microgrid network is identified, for which the generators’
isolated work is not provided. It is assumed that when detecting a mode in which the
system is separated from the external network, its generators should be turned off to avoid
the development of an emergency situation and an occurrence of asynchronous running. To
do this, it is proposed to use the bootstrap aggregation algorithm, which is trained using the
measurements obtained from the PMUs installed on connections to the external network.
The training sample is selected in such a way that all the scenarios included in it correspond
to the six operating conditions of the isolated network operation monitoring device in
accordance with the IEEE 1547–2003 standard: measurements of reactive generation power,
short circuits near the network dividing point, load surges, load drops, changes in solar
generation power, and poor measurement quality. According to the results of testing in 100
test scenarios, the authors claim 100% accuracy of triggering at the zero zone of insensitivity
of the algorithm, which, however, raises doubts. Nevertheless, the general approach to
solving the problem is promising and can be adapted to the function of changing the
operating mode of generating devices rather than turning them off.

The study [102] is devoted to the development of an algorithm for the anti-accident
automation of advanced network divisions. The central part of the algorithm consists
of two neural networks, each of which solves its own problem. The first evaluates the
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dynamic stability of the system after a perturbation by the rate of change in the relative
angles of each of the generators of the system for two consecutive measurements over
five cycles. The second, in turn, predicts the trajectories of changing the angles of the
generators of the system for 15–20 cycles. This network compares trajectories with a library
of models prepared in advance, solves the classification problem, and indicates whether
one or another generator will come out of the synchronism in a set period of time. In
order to determine which switches need to be made, an algorithm for finding the optimal
network division is used. According to this approach, first, nodes are grouped by their
distance from the generators that can break out of synchronism; second, the connections
between the nodes that need to be disconnected are determined in order to minimize the
imbalance and the amount of interrupted power flows. The algorithm was tested on the
New England-39 model. The accuracy of the proposed model was about 98%. In [103], it is
proposed to use data from the PMUs to identify outages of the system elements and change
its topography.

In microgrid networks, their small scale is a limiting factor for the development of
automation systems for the identification of network division based on PMUs. In most of
the works presented in the review, the proposed algorithm of emergency automation is
implemented for a single switch connecting a small system with an external network. The
justification for the use of PMUs in this case is not the synchronization of measurements but
the possibility of using additional signals in parallel operation control algorithms, such as,
voltage phases. At the same time, there is also a reverse trend towards the development of
systems for identifying isolated work strictly without PMUs in order to ensure cybersecurity
and simplify the principles of automation.

The use of PMUs in advanced network divisions may be more promising in the case
of large systems and the implementation of adaptive dividing automation. In this case,
as shown above, it becomes expedient to use machine learning algorithms to reduce the
decision-making time as the conditions of the development of an emergency scenario.
Nevertheless, the specifics of this type of automation should be noted. Thus, the implemen-
tation of an adaptive algorithm for dividing the system is probably necessary in cases where
it is difficult to identify potentially balanced areas earlier. This is possible, for example, with
a significant share of renewable energy sources (RES) in the composition of generators. In
addition, dividing automation operates in situations where other measures to contain the
development of an accident have been exhausted. Under these conditions, it is important to
test the potential algorithm on a real scenario, which was not carried out in the considered
cases.

Thus, the expediency of identifying the network division using PMUs is controversial.
For microgrid networks, the scale of the task being solved is often too small. For integrated
power systems, additional research is required aimed at verifying the algorithms of emer-
gency control automation (ECA) in real conditions, taking into account the poor quality of
data as well as assessing the consequences of the erroneous operation of such systems.

5.4. Phasor Measurements in the Problem of Identification and Damping of
Electromechanical Oscillations

The detection and damping of electromechanical oscillations is one of the most suitable
areas of PMU application, since the data collected allows monitoring the dynamics in the
area of the power system as a whole, observing and detecting various oscillatory modes
related to both intrinsic and intersystem oscillations.

In [104], the authors propose a method for solving the problem of determining the
source of undamped low-frequency oscillations. A similar task is solved by the PMU
system, but with respect to synchronous generators only. The source of oscillations is
determined using a trained classifier using the k nearest neighbors method. The training
sample was formed based on modeling various processes in test systems by artificially
provoking vibrations by different devices. For the operation of the system, it is assumed
that each generator is equipped with a PMU data transmission device, an observation
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window of 5 s was considered at a sampling frequency of 25 Hz. The algorithm achieved
accuracy of determining the source of oscillations above 96% for the case of an IEEE-179
node circuit containing 29 generators. In situations of incorrect identification of the source,
the detected unit was still electrically close to the real source, which somehow reduces the
search area.

A natural progression of research in this direction is the development of methods
for damping electromechanical vibrations based on PMU data. In [105], an approach to
adaptive selection of PSS parameters based on machine learning methods and PMU data is
proposed. In particular, it is proposed to use an ordinary random forest model to identify
two main cognitive modes. The parameters of the regulator are then selected in such a
way as to dampen these vibrational modes most effectively. The authors justify the choice
of a random forest model by the fact that traditional methods, such as Prony or discrete
Fourier transform, often require a large observation window, which increases the reaction
time, in addition, they provide fairly good accuracy by evaluating high-order models,
which can lead to undesirable artifacts in the data. Evaluation of the operation of the
proposed algorithm on a standard four-machine Kundur model showed good results in
terms of damping. Within the framework of this approach, the PMU data should ensure the
observability of the network and are used to train the model of identification of oscillatory
modes by teaching with a teacher.

Clearly, the PMU data are a tool not only for detecting sources of low-frequency
oscillations, but also for damping them. Thus, in [106], an approach for vibration damping
is proposed based on the use of an agent trained by reinforcement learning methods. At
the same time, it is proposed to use a small signal in amplitude to study the dynamics of
the power system, and the automatic excitation regulator (AER) of the generator is based
on the identified dynamics.

As shown in [107], along with excitation regulators, static reactive power compensators
can also be used to dampen vibrations. In the paper, a neural network model based on
fuzzy logic is considered as a control tool. And in [108], it is proposed to use not only
compensation means, but also charging stations for electric vehicles to dampen vibrations
and control the operating mode of the distribution network: again, as additional sources
of reactive power. The paper also discusses various scenarios for using the proposed
algorithm, including different scenarios of equipping the network with PMU devices.

In [109], on the contrary, it is shown that simple synchronization of AER devices allows
to improve the quality of damping of electromechanical vibrations simply because control
actions and measurements enter the devices synchronously at the same time, that is, AER
devices react to a system located in the same state standing. The paper shows that in some
cases the effect of such synchronization can be significant and maintain the stable operation
of the power system.

In [110], neural networks are used to select the AER coefficients. Finally, the study [111]
proposed three methods for evaluating the participation of a synchronous generator in
damping low-frequency oscillations. All three methods, based on different data sets from
the PMU, assume an estimate of the specific synchronizing power of the generator—the
partial derivative of the power of a synchronous machine by its load angle. In the first case,
this value is estimated directly for each moment of time. According to the second method,
the load angle for the generator is calculated according to the design parameters and factory
characteristics of the generator. In the latter case, with the least variety of data from the
PMU, expressions for the second method are used, but the parameters are considered
constant and independent of the load and the excitation current. Analysis of the trajectory
of the specific synchronizing power allows you to evaluate the quality of the regulators.
Nevertheless, the authors note that the error introduced into the calculation result by the
accepted assumptions can be estimated only by the results of field experiments.
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5.5. Phasor Measurements in the Problem of Identification and Damping of
Electromechanical Oscillations

One of the consequences of the use of PMUs for damping electromechanical vibrations
is the creation of local and centralized control systems for the operation of the power system
and the prevention of instability. In [112], a method of voltage regulation in the network
using flexible alternating current transmission system (FACTS) devices is proposed. The
control is based on the identification of the dynamic model of the power system according
to the PMU data and the calculation of the necessary control actions to maintain the voltage.
As a result, it is possible to deal much more effectively with voltage drawdown in the case
of various disturbances. Furthermore, in [113], reinforcement learning methods are used to
control the power system mode.

Separately, it is necessary to highlight the works devoted to determining the volume of
generation unloading based on PMUs to prevent the violation of dynamic stability [114–116]
at the pace of the transition process. In other words, it is proposed to use the PMU data to
build automation, which determines the necessary change in the generation power in the
node in the period from the moment of occurrence of the emergency mode to the occurrence
of the asynchronous mode. The authors in [117] propose a method for the rapid evaluation
of the parameters of the electric mode for subsequent use of the obtained values when
solving the problem of unloading generator turbines in order to prevent stability violations.
This approach is based on the approximation of the signal by the first terms of the Fourier
series on sliding windows using a multiparametric model. Using the example of a single-
machine model of the EPS, it is shown that the proposed technique allows for the estimation
of the parameters of a dynamic process with delays from 3 to 5 ms and an error in parameter
estimation not exceeding 1%. The results are used in the works [114–116], respectively, for
single-bus and multi-machine systems for the implementation of the emergency control of
synchronous generator modes. In particular, the additional kinetic energy of the generator
rotor is estimated based on the results of the evaluation of the parameters of the mode, the
identification of the disturbance and the emergency mode, its operating mode is predicted,
and the need for emergency actions is determined: either pulsed turbine loading or, in the
case of an inevitable loss of synchronism, the generator is turned off.

5.6. Phasor Measurements in the Problem of Identification and Classification of Emergency Events

In the task of identifying and classifying events, the source is a set of measurements
from the PMU installed at different points of the network, according to which it is necessary
to determine the occurrence of an emergency situation in the system, the place of the
accident and its source, and the type of disturbance. These allow us to take timely measures
to prevent the development of local incidents into systemic accidents. At the same time,
machine learning algorithms, which play a key role in this area of emergency management,
allow the task to be solved at a real-time pace. The rapid preliminary identification
and localization of events are necessary for the implementation of any kind of adaptive
automation. Unlike other anti-emergency management tasks solved with the help of PMUs,
the methods developed for classifying events are tested on real measurements.

In the first study [118], a model is developed for recognizing and classifying events
that can be trained on real data and checks the accuracy of its operation depending on
the approach used to mark up the data of the training sample, namely fast, medium,
and full markup. The measurements of voltages, currents, and frequencies at the points
of the western energy union of the USA for 2016 and 2017 with a frequency of 30 and
60 measurements per second were analyzed. Events are divided into three categories:
normal mode, short circuit on the line, and system frequency deviation. These three
groups, as can be seen, cover a large number of types of events. The authors adhere to
such a non-strict classification since one of the goals is to check the possibility of detecting
and separating local and system emergency events based on a limited set of data from
the PMUs. The paper discusses various approaches to data markup and compares the
following classification tools: decision tree (DT), multinomial logistic regression (MLR),
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neural network with direct signal propagation (FFNN), single-channel convolutional neural
networks (SC-CNN), and multi-channel convolutional neural networks (MC-CNN). The
authors attribute all solutions except the last two to the traditional ones. The results
showed that the highest accuracy of the assessment—91.1%—is achieved when using a
multichannel neural network with parallel filtering in the case of a complete analysis of
the training output at the stage of marking measurements from the PMUs. As the quality
of training decreases, the accuracies of 88.4 and 83.3% for the fast and medium markups
decrease, respectively. It is important to note that of the traditional methods, the support
vector method is the best, the accuracies of the results of which are acceptable and are
estimated at 83.7, 79.8 and 77.0% respectively. At the same time, this solution is much easier
to implement.

In the work [119], by the same team of authors as [118], LocIT training was imple-
mented to identify emergency events in conditions when the training sample is small and
the PMUs are distributed throughout the system. To build the model, we also used real
data for 2016 and 2017 for the western part of the US power grid. To test the effectiveness
of the implementation of the proposed method, its effectiveness was also compared with
other solutions, including algorithms that do not require training, such as the methods of
k-nearest neighbors (kNNs) and nearest isolated groups (iNNEs). The work, in addition to
demonstrating the high accuracy of event identification using transferable learning (about
93%), describes how the size of the window of observation of the transition process and
the size of the training sample affect the results of the training and identification. Figure 8
shows an error (AUROC metric) in identifying events depending on the width of the
window and the proportion of the training sample in the total data array. Here, in addition
to the results for LocIT, the values for the kNNs, the kNN method with reinforcement
(SKNNO), and the multilayer perceptron (MLP) are shown. The results of the study lead us
to conclude that, with a limited number of training samples, it is better to limit the width
of the observation window. The effectiveness of the transference equipment in this case is
also obvious.
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The paper [120] proposes several methods for identifying and classifying events in
the distribution network according to PMU data. In particular, the support vector machine
(SVM) learning algorithm was applied, which was further compared with the kNN and
DT methods. To mark up the data, real information from power supply organizations
and their expert assessments of events were used; the classifier was trained on data for
15 days from two devices at the ends of the feeder of the Riverside distribution network.
Measurements of current, voltage, and active and reactive power flows were used for the
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training. Considerable attention in the study is paid to the use of a variable sliding window
to better capture events in the network. The technique assumes the localization of the area
of the source of disturbance from the supply side, from the consumer side, and between
the PMU installation points. At the same time, ths events are typed only for the third case,
and the following scenarios are distinguished: sudden changes in consumption, switching
of a battery of static capacitors (BSC), and other events, which include, for example, short
circuits. Calculations show that the accuracy of the detection, localization, and classification
of events for all algorithms is high—at the level of 95%, but for the SVM method, it reaches
100%.

The study [121] proposes the implementation of a deep neural network for the identi-
fication and classification of events in real time. The authors propose a methodology for
processing data to improve the effectiveness of training convolutional neural networks
and also describe a regularization algorithm for implementing deep learning. The trained
network detects events and divides them into the following categories: absence of dis-
turbances, switching of lines, switching of generators, and oscillation of generators. In
addition to the complex and effective machine learning model, the work is of interest
for its experimental work, in which the model is tested on two-year measurements of
frequencies, capacities, currents, and voltages from 187 PMUs installed in the network of
the eastern energy union of the USA. Taking into account the low quality of a number of
the measurements, the proposed method gives an identification accuracy of at least 93%.
At the same time, although neural network training takes more than three hours, it takes
only 0.085 s to perform the classification in real time.

In the study [122], a method is proposed for classifying events associated with fre-
quency deviations using PMU data. The authors consider this problem from the perspective
of a distribution network operator, which needs to quickly establish the source of distur-
bance to make decisions in the conditions of the emergency events. In particular, the
question is whether the frequency change is caused by an external disturbance in the high-
voltage network, or its cause is a change in the operating mode of electric receivers and
feeder sources of the controlled distribution network. In the first case, as the authors note,
the disturbance is of a large-scale nature and is reflected immediately on all measurements
of the PMU, which serves as a criterion for separating events. To identify the source, the
study uses the Granger causality and the Hodrick–Prescott filter. The verification of the
proposed solution is carried out on the basis of data provided by the Berkeley National
Laboratory and the Riverside Power Supply Company on measurements from three feeders
in the period from July to September 2015. For data processing, the method of sparse
coding with training is used, and the k-means method is used for clustering events.

A significant number of papers also consider the possibility of identifying and classi-
fying events but do not test the performance of the proposed methods on real data. The
results in this case depend on the method of generating artificial measurements and taking
into account the poor quality of data from the actual PMU, since standard power systems
serve as a test model.

The study [123] is devoted to solving the problem of classifying short circuits in
the distribution network. The work has distinguished several types of classification. In
particular, there are 34 types of events, including 11 types of short circuits, and breaks
from the supply side and from the load side. K-NN and SVM machine learning algorithms
are used as event classifiers. Their training is carried out on the following measurements
of the PMU before, after, and during the disturbance: currents and their phases and the
parameters of the forward, reverse, and zero sequences. To form a training sample, more
than 26 thousand different perturbations were modeled in the IEEE-123 test model at a
voltage class of 4 kV. At the same time, only two cases were considered—the installation
of one or five PMU devices, and disturbances were modeled only at eight points of the
network. In contrast to other studies, the use of trained algorithms on average did not give
a high classification accuracy at the level of 50%, although for some types of short–circuits
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this characteristic reaches 90%. The best results were obtained by small neural networks
and SVMs.

In [124], a complex structural model of a deep learning neural network is proposed, the
task of which is to search for and localize disturbances in the electrical network with their
subsequent classification. To identify events or, as they are called in the work, anomalies,
the authors propose to use an auto-encoder. A continuous stream of PMUs are used as test
data. The model is able to retrain over time and adapt to new modes when the operating
conditions are changed. The model was tested on the IEEE-14 and IEEE-68 test systems,
as well as on a 9-node fragment of a real system with actual measurements for 6 h with
a frequency of 60 points per second. For synthetic models, the detection and recognition
accuracy of the events averaged 97%.

The article [125] proposes an event classification algorithm for the real-time monitoring
of the dynamic stability of the system using the PMU. The authors propose using the results
of frequency measurements in individual nodes to calculate the indicator of dynamic
stability of the generator nodes of the system—CRAS. This coefficient actually reflects the
acceleration of the angles of the generator node relative to the center of inertia of the system,
and the generator node k is calculated by the equation:

CRASk =
S

∑
s=1

∣∣∣∣∣ωs
k −ωs−1

k
∆t

−
ωs

COI −ωs−1
COI

∆t

∣∣∣∣∣, (7)

where ωs
k and ωs−1

k are the angular velocities of the generator at node k, respectively, for
consecutive measurements s and s− 1, rad/s; ∆t is the time difference of measurements s
and s− 1 from Phasor measurements, s; ωs

COI и ωs−1
COI—angular velocities at the center of

inertia of the system, respectively, for successive measurements s and s− 1, which for a
system with N generators are defined as:

ωs
COI =

∑N
i=1 Hiωi

∑N
i=1 Hi

, (8)

where Hi—the inertia constant of the generator i, c; ωi—the angular velocity of the generator
i, rad/s.

Accordingly, if the CRAS turns out to be greater than zero, then an event is recorded
in the system, and the greater this deviation, the more significant the disturbance in the
network. A random forest algorithm is used to recognize events and classify them. The size
of the sliding window for assessing the transient process is 18 cycles, and the time required
for recognizing the event is 0.35 s. The measured values are the node voltages and their
frequency. At the same time, the following four types of events are recognized: double
short circuit with node shutdown, single short circuit with line shutdown, load shutdown,
generation shutdown. During the computational experiment, 1456 scenarios for IEEE-39
and 4256 for IEEE-118 are used as a training sample. The accuracy of the recognition and
classification of events using the proposed methodology reaches 97.95%, which is higher
than for the other machine learning approaches with which the comparison is made: SVM—
76.71%, kNN—77.05%, DT—93.49%. However, the authors did not check the robustness of
the described algorithm and did not consider the case of working with low-quality data or
with a sliding window smaller than the size. For this reason, the simulation results can be
considered overly optimistic for real-world scenarios.

In [126], the authors consider the problem of the localization of forced oscillations and
processing of Phasor measurements for their detection. It is known that such fluctuations
can be triggered by large sharply variable loads, incorrect adjustments of the excitation
regulators and the power systems stabilizer (PSS), and failures in the operation of the
thermal part of stations and converters of renewable energy sources. The authors point out
the problem associated with the fact that the source of vibrations can be very far from the
installation site of the PMU, and, in this regard, they propose a method for its localization
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when the number of installed PMUs in the system is limited. To do this, it is proposed
to use the robust principal component method and use it to perform the decomposition
of the measurement matrix. The proposed technique uses only measurement data, does
not require a dynamic model, and can identify sources of vibrations even in resonance
conditions. Its real-time implementation is possible using the sliding window method. The
algorithm was tested for the IEEE-68 and WECC-179 test models, and in 97% and 93% of
cases, respectively, it gave the correct result. The accuracy of the identification depends on
the width of the sliding window T0, as shown in Figure 9. It is also strongly influenced by
the quality of the data and the type of the measured parameter. Thus, when attempting
to detect fluctuations only in the voltage modulus, the effectiveness of the technique will
decrease by 10%, and when using only its phase, by 50%.
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The article [127] also proposes a two-stage method for evaluating the participation
of generators in oscillatory modes in real time. First, the recognition of this type of mode
is performed, at the second stage, the problem of their clustering is solved. In particular,
there are groups of generators whose oscillations do not fade, or on the contrary, increase.
For a sliding window, the length of which the authors propose to take as equal to 0.3 s,
the prevailing type of oscillations for each generator is estimated using the matrix beam
method. The initial data are measurements of the relative angles of the generator rotors
from the PMU at the station. In the same step, the filtering of non-existing modes, noise,
etc. is performed. Next, the clustering of generators is performed using the k-means
method. At the same time, there are two categories of generators: self-oscillation/steady
oscillations and damped oscillations. The use of clustering in this case is controversial since,
in the first step of the procedure for evaluating the quality of oscillations of the oscillators
of the generators of the system relative to each other, a quantitative assessment of this
characteristic is already given.

In [128], a solution for identifying events based on the regional division of the system
is proposed. The idea is to group the data from individual PMUs by areas of the power
system and perform neural network training and clustering not for individual points of the
network but for each of its areas separately, which should lead to lower computational costs
and allow the use of the technique for real-time decision making. The k-means method is
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used for clustering the PMUs between the zones of the power system. In fact, the clustering
criterion is the distance of the measurement points from each other, which the authors
estimate by the difference in the measured voltage modules between different points of the
network. Voltages and frequencies are considered as measured values, and the wavelet
transform, the method of the characteristic ellipse, and image analysis are used to identify
signs of events. The results of the first two approaches are used as a training sample for
SVM, kNN, and DT. In the latter case, a convolutional neural network is trained for image
analysis. The testing of the method for detecting event signs using wavelet transform when
splitting the network by region was performed on a 68-node New England test model. At
the same time, six categories of events were distinguished: line shutdown, voltage failure,
generation shutdown, load shutdown, short circuit, and change in the operating mode of
reactive power compensation means. The accuracy of event classification by all methods
was high (more than 93%) and for the proposed approach reached 99.77%. In other words,
in almost all scenarios, the method gave a reliable result, and this highlights the authors’
insufficient attention to checking the operability of the solution with poor-quality data,
changing the size of the sliding window, etc., and casts doubt on the results obtained.

According to the data presented in the paper, the group analysis of the Phasor mea-
surement has multiple advantages in terms of calculation time, although it is associated
with an additional error. Figure 10 shows the dependences of time and calculation errors
on the number of selected regions of the power system.
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In turn, the article [129] discusses the problem of using machine learning algorithms
to solve emergency management problems for real power systems with insufficient data
to form a training sample. The authors propose to use a learning mechanism to transfer
and perform calculations for two network models: the basic model, for which there is
redundant data for training, and the target model, which may have a different number of
PMU installation points. Thus, the hypothesis is tested that the algorithm trained on the
test model can be used to classify events in other networks. When training on test models,
the cases of disconnections of lines and generators, short circuits, load disconnections, and
transformer failures are considered. During the verification, computational experiments
were carried out for the IEEE-14, Illinois-200, and South Carolina-500 models. For these
models, training with transfer learning is performed in pairs at random PMU installation
locations, and the ratio of their numbers for the base and target systems, respectively, is 8
to 1. Under these conditions, the average accuracy of event classification when using the
proposed methodology reaches 81.7%.

The main trend in the development of event identification and classification is the
use of machine learning methods. While deep neural networks, on average, achieve better
results, a number of studies have also shown the effectiveness of simpler solutions, in
particular, the SVM method. This is important because, as noted above, any PA system
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must recognize an event before implementing control actions. The integration of a simpler
and more reliable auxiliary algorithm makes it possible to further reduce labor costs and
simplify the system as a whole without a loss in quality.

Attention should be paid to the significant impact on the results of the origin of the
training and test samples when checking the working ability of algorithms. The literature
review in this article showed that, on average, working with synthetic data leads to higher
accuracy of identification and classification tools. Accordingly, it is important to discuss
overestimating estimates and the need for verification on real data. Among the methods of
machine learning, transfer learning should be highlighted. This tool, with a limited size of
the training sample, ensures high recognition accuracy.

Thus, when developing solutions aimed at identifying and classifying events in real
time, it is necessary to take into account poor-quality measurements, because of which the
accuracy of the systems can decrease dramatically; check the operation of algorithms on
real measurements; not complicate algorithms and turn primarily to simple and proven
solutions—such as the method SVM; with a small training sample, apply transfer learning
and reduce the width of the sliding window when evaluating the transition process in the
energy system.

The use of the Phasor measurements data to improve the algorithms of emergency
control is one of the most promising and actively researched areas. First, this is due to the
fact that the Phasor measurement data provide a more comprehensive understanding of the
processes occurring in the power system, as a result of which it becomes possible to make
more balanced and, in a certain sense, optimal decisions in terms of overcoming emergency
events. At the same time, the collected or synthesized Phasor measurement data are
excellent for experiments on the application of machine learning methods for power system
management. On the one hand, such methods have the theoretical possibility of identifying
non-visible dependencies in the available data, and such systems are theoretically able to
work more efficiently than existing ones based on traditional, rigorous approaches. On
the other hand, PMUs allow for the collection data on the state of the energy district as a
whole, where it may not be so easy to identify some objective characteristics, and machine
learning methods, by their nature, will be able to do this.

The use of the data obtained from PMUs for the task of managing the modes of EPS
based on machine learning methods can be accompanied by several challenges associated
with possible outliers, noise, and omissions in the source data. To overcome these issues,
preprocessing of the received signals based on statistical analysis methods is used.

6. Determining the Optimal Installation Locations for PMUs

The task of determining the locations of PMUs, considering RES and distributed
generation, is a complex problem of discrete optimization with a number of limitations
in the form of equalities and inequalities [130]. The optimization problem of PMU device
placement can be formulated as follows:

N

∑
i=1

ki → min, (9)

where N—number of nodes EPS, ki—indication of PMU installation in the node i.
Observability conditions can be written as linear constraints.
The following methods are used to solve this problem:

• Monte Carlo method [131–134];
• Methods of mathematical programming (integer linear programming, integer nonlin-

ear programming, and integer quadratic programming) [135–138];
• Heuristic methods (genetic algorithm, search methods, and particle swarm optimiza-

tion) [139–146].

The Monte Carlo method is based on the description of a mathematical model using a
random number generator, in which multiple modeling is performed and the probabilistic
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characteristics of the process under consideration are calculated based on the data obtained.
In [131], a probabilistic method for determining the merit of the PMU installation based
on the Monte Carlo method was proposed. As an objective function, the sum of errors in
estimating the values of the amplitude and phase of the voltage in the nodes of the EPS
model was considered. The authors of the study [132] used the Monte Carlo method for
the distribution network. For real-time application in the work [133], a hybrid approach for
determining the location of PMU based on the Monte Carlo method and the analysis of
the dynamic response of the EPS is proposed. The authors of the study [134] presented a
method for determining the optimal location of PMUs, taking into account their cost and
the cost of data transmission channels based on the Monte Carlo method.

Mathematical programming methods are understood as a class of methods aimed at
solving optimization problems using linear and nonlinear methods. In [135], a multi-stage
procedure based on linear programming was used for the optimal placement of PMUs
in the EPS. Since the problem of optimal placement may not have a single solution, the
authors developed indexes, with the help of which the ranking of the solutions found
was performed. The study [136] is devoted to the development of a methodology for the
optimal placement of PMU devices based on binary integer programming in combination
with the heuristic approach developed by the authors. The authors of [137] considered
the problem of the optimal placement of PMU devices in an isolated EPS based on the
theory of binary linear integer programming. The effectiveness of the proposed method is
demonstrated on the IEEE-7, IEEE-9, IEEE-14, and IEEE-30 test models. To improve the
quality of state estimation in [138], a method for placing PMU devices based on the use of
binary integer programming is considered. Testing of the proposed method was performed
on the IEEE-14, IEEE-30, IEEE-39, and IEEE-57 models.

In [139], a genetic algorithm was used to ensure the observability of EPS due to PMUs.
To identify harmonic distortions in [140], a method of PMU placement based on a genetic
algorithm was proposed. The effectiveness of the method was demonstrated on the IEEE-60
model. In addition, the use of a genetic algorithm for the optimal placement of PMUs
can be used for several purposes including determining damage in the power grid [141],
assessing the static stability of the power grid [142], and determining the reverse direction
of power in the distribution network [143]. The authors in [144] present a method of PMU
placement using the search method. The proposed method can be used in systems with
or without existing PMU devices. The method was tested on the IEEE-14, IEEE-30, and
IEEE-57 models. The authors of the study [145] used binary particle swarm optimization to
determine the PMU installation locations. In the study [146], a hybrid technique for placing
PMU devices based on a quantum swarm of particles was proposed.

Furthermore, to determine the optimal placement of PMU devices, the methods of
the Cuckoo optimization algorithm [147], binary bat algorithm [148], Discrete water cycle
optimization [149], and Greedy algorithm [150] are used.

Identifying the optimal locations of PMU devices is an important task, which is re-
flected in the high interest among researchers. In the reviewed papers, three primary groups
of methods were considered for PMU placement: the Monte Carlo method, mathematical
programming methods, and heuristic methods (genetic algorithm, search methods, and
particle swarm optimization). In solving the problem of optimizing PMU installation,
various target functions are used that describe the amount of costs for PMUs and commu-
nication channels, providing the criterion for the observability of the EPS, minimizing the
error of estimating the state, and more. Further research directions in the field of optimal
PMU placement can be directed to the development of complex algorithms for emergency
management and condition assessment tasks.
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7. Conclusions

This work systematizes the latest developments and research devoted to the use
of PMUs to solve three tasks: condition assessment, emergency management, and the
implementation of emergency protection of power systems. Based on the results of the
analysis for each of the directions, it is possible to come to certain conclusions.

In terms of relay protection, the areas of improvement for its functions are based pri-
marily on the capabilities of modern PMUs and devices for processing these measurements—
APDC. Phasor measurement technologies are being developed in a cascading manner, in
which the expansion of their application leads to an increase in the number of devices,
which in turn expands the range of tasks to be solved.

The most demanded advantages of using Phasor measurement in protection are
the possibilities of significantly expanding the scope of their application in traditional
algorithms as well as the qualitative improvement of their characteristics, in particular,
the comprehensive introduction into the operation of long-range redundancy stages of
step-by-step protections with reduced time exposures and the possibility of organizing
protections with a wide coverage of connections based on the differential principle, which is
relevant primarily for distribution networks. In addition, an investment-attractive direction
is the development of new starting bodies for the protection of network elements (especially
electric transmission lines), analyzing the form of changes in operating parameters, which
allows you to abandon the use of communication channels. However, this direction is still
conceptual.

On the other hand, there are a number of limitations for the use of PMUs not only in
relay protection but also in other control systems. The most significant of them are related
to cybersecurity and the development of standards in the field of measurements. The issues
of data transmission through communication channels and storage and the processing of
large volumes of measurements can be attributed an average degree of importance.

In the task of assessing the state, the introduction of new types of measuring complexes
opens up broad prospects. Based on the use of only Phasor measurement, the SE problem
becomes linear and is reduced to a one-time solution of a system of linear equations. On the
other hand, the inclusion of Phasor measurement in the SE task entails some computational
difficulties and forces the modification of existing program complexes and algorithms used
in them. The high cost of PMU implementation at power system facilities will not allow us
to come to a linear SE only on their basis in the near future. In the most optimistic case,
such a transition will lead to a large number of critical measurements, which are extremely
undesirable, especially in terms of stress angles. Despite the solution of a number of
problems aimed at using information from the PMUs in the SE task, this area has extensive
potential for research. For example, the question of choosing the method of accounting for
classical telemetry together with vector measurements remains open. In addition, some
solutions to the existing problems of using PMU data in the SE are built on a compromise,
in the course of further research, more effective alternatives may be proposed for them.

The development of emergency automation based on Phasor measurement is also
promising. Despite positive results that have been obtained in many of the considered
works in this area, the vast majority of studies are based on synthetic data of the Phasor
measurement obtained during mathematical modeling. In general, within the theory of
machine learning, the task of transferring learning is one of the most urgent today. As a
result, it is impossible to predict the quality of the proposed systems in a single way when
they are applied in practice using real data. The only direction for which results based on
real data have been published is for the task of classifying events. Accordingly, the further
development of emergency management systems should be aimed at the application of
methods based on real or approximate data. At the same time, the interest in various kinds
of control systems corresponds to the peculiarities of the operation of trunk and distribution
networks.

In the works devoted to the analysis of transients, it is assumed that the PMU devices
are located at all generating nodes within the energy district under consideration. Accord-
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ingly, the active implementation of PMU-based control algorithms will become possible
only after the wider dissemination of these devices. The second limitation is more related
to methods based on machine learning technologies and is associated with a subjective
distrust of such approaches. Indeed, since trained models are often difficult to interpret,
it is impossible to predict unequivocally what decision will be made in a given situation
and for what reason. This has caused the existing skepticism, which can be resolved by
applying more stringent requirements and criteria at the implementation stage.

For the modern EPS with a significant share of RES, low inertia, distributed generation
sources, and the introduction of digital protection and monitoring systems, the use of PMUs
as a source of accurate measurements is significant. PMUs allow for the monitoring of the
voltage phase at each point of the power plant, which makes it possible to build adaptive
algorithms for emergency control that can provide the necessary speed characteristics for
transient processes in low-inertia power units [151,152]. The development and implemen-
tation of new PMU algorithms that provide an assessment of synchrophasors with a delay
of less than the period of the industrial frequency [153,154] create an opportunity to assess
the location and type of disturbance in the EPS, which is especially important for solving
transient monitoring tasks.

Based on the above review, it is obvious that there is a clear need to increase the number
of intelligent monitoring and control systems of established and transient processes in the
modern EPS. The prerequisites for the above are a change in the EPS transients, a change in
the functioning of electricity markets, and a reduction in the cost of PMU devices. Table 1
shows the directions for future research in the field of PMU application for the monitoring
and control of the EPS.

Table 1. Directions of research for the use of PMUs for monitoring and control of the EPS.

Direction Possible Solutions Prerequisites

Emergency control

Development of adaptive algorithms
implementing emergency control based on

machine learning methods capable of
forming an optimal impact on the EPS at the

pace of the transition process

An increase in the rate of transient processes
due to a decrease in the inertia of the EPS

Relay protection

Development of adaptive relay protection
systems that provide selective shutdown of a
damaged element of the EPS in the presence

of a significant share of RES

Increasing the stochasticity of normal and
transient processes of EPS

SE Increasing the speed and accuracy of
condition assessments

The need to increase the speed and accuracy
of the assessment of the state

Optimal PMU placement
Development of complex algorithms for
optimal PMU placement for emergency
control and condition assessment tasks

The need to reduce the load of
communication channels from PMU to

APDC, ensuring the observability of the EPS

Development of algorithms for
determining synchrophasors

Development of accelerated methods for
determining a synchrophasors with a delay
of less than a period of industrial frequency

An increase in the rate of transient processes
due to a decrease in the inertia of the EPS

As shown in Table 1, there exists an extensive range of research areas for the use
of PMUs in the tasks of monitoring and controlling an EPS. To date, the introduction of
PMUs remains a rather expensive measure to ensure the observability of EPS. Before the
introduction of a PMU, a technical and economic analysis should be carried out, which
consists of calculating the benefits obtained from the introduction of the PMU device in the
selected node of the EPS in terms of reducing the under-supply of electricity to consumers
through the introduction of new algorithms for emergency management and increasing the
possible capacity of the electrical network due to more accurate monitoring of transient
processes.
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In most of the works considered, the algorithms were tested on synthetic data obtained
during modeling of mathematical models of the EPS. Therefore, an important direction is
the approbation of algorithms in real EPSs or on physical models [153]. Most of the works
considered are theoretical in nature. Barriers to their practical implementation include the
lack of standards that allow the use of adaptive algorithms for emergency management
and monitoring based on PMUs in real power systems and a small number of installed
PMUs.

Furthermore, one of the directions of future work is to refine the standard for the
development of PMU algorithms [155,156] in terms of dynamic responses and delays in
obtaining an estimate of synchrophasors for low-inertia EPSs in the presence of RES and
distributed generations.
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Abbreviations

AESM Automatic elimination of asynchronous mode
AER Automatic excitation regulator
AFLS Automatic frequency load shedding
AI Artificial intelligence
ANN Artificial neural networks
APDC Advanced phasor data concentrato
AVR Automatic voltage regulator
CLTL Cross-lingual transfer learning
DFT Discrete Fourier transformation
DS Digital substation
DT Decision tree
DWT Discrete wavelet transform
ECA Emergency control automatics
ECS Electrical centre of swings
EPS Electric power substation
FACTS Flexible alternating current transmission system
FFNN Feedforward neural network
HT Hilbert transformation
IEEE Institute of electronic and electrical engineers
iNNE Isolation using Nearest Neighbor Ensemble
kNN K-nearest neighbor method
LR Lock-out relay
LSM Least square method
MC-CNN Multi-channel convolutional neural network
MLP Multilayer perceptron
MLR Multinomial logistic regression
OOSPD Out-of-step protection device
OP Overcurrent protection
PMU Phasor measurement unit
POW Point of Wave
PS Power system
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PSS Power system stabilizer
RES Renewable energy resources
SB Swing blocking
SC Short circuit
SCADA Supervisory control and data acquisition system
SC-CNN Single channel convolutional neural network
SKNNO kNN method with reinforcement
SE State estimation
SCB Static capacitor bank
SVM Support vector machine
SLE System of linear equations
WAMPAC Wide Area Monitoring Protection and Control
WLSM Weighted least squares method
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